
Confirmation of Product Type Approval
Company Name: KONGSBERG MARITIME AS

Address: POSTBOKS 483 KONGSBERG NO-3601 Norway
Product: Frequency Converter

Model(s): LVD-1 and LVD-2 for compliance with Cyber Resilience IACS UR E27

Endorsements:

Certificate Type Certificate Number Issue Date Expiry Date
Product Design Assessment (PDA)
Manufacturing Assessment (MA)
Product Quality Assurance (PQA)

25-0118775-PDA
22-5381094
NA

19-JUN-2025
29-JUL-2022
NA

18-JUN-2030
28-JUL-2027
NA

Tier
5 - Unit Certification Required

Intended Service
ABS Classed Vessels and Offshore Facilities in accordance with the listed ABS Rules and International
standards.

Description
Multipurpose drive which can be configured depending on specific application eg. MCU (Motor converter
unit), PCU (Propulsion converter unit), SCU (AFE/DFE) Static converter unit with active/diode front end
etc.

Converter Configuration consisting of following modules:

1. Remote Operator Station (PC Computer) : MC360 i3 with Windows 10 IoT Enterprise LTSC 21H2

2. Local Operator Station (HMI Panel): Type T30 with Linux 1.6.2

3. Network managed switch : Type EDS 408A manufactured by MOXA

4. ISOMETER iso685-D insulation monitoring manufactured by Bender GmbH

5. PLC Controller with IO Interfaces: X20CP3584 manufactured by B&R Industrial Automation GmbH

6. Drive Controller - the drives have standardized interfaces to PLC controllers from different
manufacturers (ref. Service Restriction 2).

Ratings
NA
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Service Restrictions
1. Unit Certification is required when this product is used to:

(a) Control motor drives having a rated power of 100 kW (135 hp) and over intended for essential
services as per 4-8-1/7.3.3 or for services indicated in 4-8-3/15 Table 7 of the Marine Vessels Rules and
for propulsion applications as per 4-8-5/5.17.8 of the same rules.

(b) Control motor drives having a rated power of 100 kW (135 hp) and over intended for essential
services as per Mobile Offshore Units Rules 4-1-1/3.5.

2. This PDA certifies that the Computer Based System of the Frequency Converter meets the
requirement of IACS UR E27 Rev.1 and ABS Marine Vessel Rules 4-9-14 within Security Level 1 - Local
control. The drive controller configuration is to be evaluated on a project specific basis.

3. The Frequency Converter is controlled from Supervisory Control systems e.g. Automation control
system or Thruster control system that is out of scope of this PDA. Communication to untrusted zones is
to be evaluated on a project specific basis.

4. This PDA does not cover the embedded software's functionality, as required by IACS UR E22 or the
environmental/EMC performance of the system hardware, as required by IACS UR E10.

5. The hardware acceptance of the converter components is based on individual certificates issued to
the respective Original Equipment Manufacturer.

6. Physical protection measures (walls, lockable doors, laying cables to protect against unauthorized
access...) must be implemented to prevent unauthorized access and manipulation of the hardware,
software, cables, and data, as well as changing the network topology and connecting unauthorized
devices (not covered by this PDA).

7. Recommended configuration settings of the security capabilities and specific default values are
needed to be provided at the time of the integration.

Comments
1. The Manufacturer has provided a declaration about the control of, or the lack of Asbestos in this
product.

2. The system doesn't have wireless capability, so this PDA does not cover this aspect.

3. The system is only to be connected to networks in the manner to satisfy IACS UR E26/E27.

4. Any modification to the hardware, software or firmware that might have a significant impact on the
performance of the cyber resilience capabilities must be reviewed by ABS Engineering.

5. A vessel-specific review for compliance with applicable requirements of Sections 4-9-3, 4-9-13, and
4-9-14 is still required, to verify project specific elements such as drive controllers type and connection to
untrusted networks.

6. Any modification to the hardware, software or firmware that might have a significant impact on the
performance of the cyber resilience capabilities must be reviewed by ABS Engineering.

Certificate Number: 25-0118775-PDA
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7. When a type approved computer based system or component is proposed for use on board a vessel,
a vessel-specific system certification verifying compliance with applicable requirements from Sections
4-9-3, 4-9-13 and 4-9-14 is still required since vessel specific functions, parameter configurations and
installation elements demand vessel specific verification are to be reviewed and tested.

Notes, Drawings and Documentation
Drawing No. 110-0068416D, LVD Asset Inventory, Revision: D

Drawing No. 110-0068422D, LVD System topology, Revision: H

Drawing No. 110-0068447G, LVD Description of cyber security capabilities, Revision: G

Drawing No. 110-0068452G, LVD Cyber security procedure for type testing, Revision: G

Drawing No. 110-0068453H, LVD Configuration of cyber security capabilities, Revision: H

Drawing No. KM-PRO-0120, Configuration Management Procedure_en, Revision: B

Drawing No. KM-GUI-0118, Guideline for Secure Development Lifecycle _SDLC_en, Revision: A

Drawing No. KM-PROC-0080, Change management_en, Revision: A

Drawing No. 110-0000225, Windows 10 Backup Restore Rev_A, Revision: A

Drawing No. Windows hardening report CIS level 2, Windows hardening report CIS level 2, Revision:-

Drawing No. 470914A, LVD-1 Product Sheet, Revision: A

Drawing No. 482505D, LVD-2 Product Sheet 482505D, Revision: D

Drawing No. 110-0008531A, KCC Gen 2 Technical Specification, Revision: A

Drawing No. 110-0068452G Test program scan with notes, 26.03.2025

Term of Validity
This Product Design Assessment (PDA) Certificate remains valid until 18/Jun/2030 or until the Rules
and/or Standards used in the assessment are revised or until there is a design modification warranting
design reassessment (whichever occurs first).

Acceptance of product is limited to the "Intended Service" details prescribed in the certificate and as per
applicable Rules and Standards.

This Certificate is valid for installation of the listed product on ABS units which exist or are under contract
for construction on or previous to the effective date of the ABS Rules and standards applied at the time
of PDA issuance. Use of the Product for non-ABS units is subject to agreement between the
manufacturer and intended client.

ABS Rules
2025 Marine Vessel Rules: 1-1-4/7.7, 1-1-A3, 1-1-A4, 4-9-14 (Cyber Resilience for Onboard Systems
and Equipment)

International Standards
NA

EU-MED Standards
NA

National Standards
NA
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Government Standards
NA

Other Standards
IACS UR E27 Rev. 1 – Cyber Resilience of On-Board Systems and Equipment

Corporate ABS Programs
American Bureau of Shipping

Print Date and Time: 19-Aug-2025 2:40
ABS has used due diligence in the preparation of this certificate, and it represents the information on the product in the ABS
Records as of the date and time the certificate is printed.

If the Rules and/or standards used in the PDA evaluation are revised or if there is a design modification (whichever occurs first),
a PDA revalidation may be necessary.

The continued validity of the MA is dependent on completion of satisfactory audits as required by the ABS Rules. The validity of
both PDA and MA entitles the product to receive a Confirmation of Product Type Approval.

Acceptance of product is limited to the “Intended Service” details prescribed in the certificate and as per applicable Rules and
Standards.

This Certificate is valid for installation of the listed product on ABS units which exist or are under contract for construction on or
prior to the effective date of the ABS Rules and standards applied at the time of PDA issuance. ABS makes no representations
regarding Type Approval of the Product for use on vessels, MODUs or facilities built after the date of the ABS Rules used for
this evaluation.

Type Approval requires Drawing Assessment, Prototype Testing and assessment of the manufacturer's quality assurance and
quality control arrangements. The manufacturer is responsible to maintain compliance with all specifications applicable to the
product design assessment. Unless specifically indicated in the description of the product, certification under type approval does
not waive requirements for witnessed inspection or additional survey for product use on a vessel, MODU or facility intended to
be ABS classed or that is presently in class with ABS.

Due to wide variety of specifications used in the products ABS has evaluated for Type Approval, it is part of our contract that;
whether the standard is an ABS Rule or a non-ABS Rule, the Client has full responsibility for continued compliance with the
standard.

Questions regarding the validity of ABS Rules or the need for supplemental testing or inspection of such products should, in all
cases, be addressed to ABS.

Certificate Number: 25-0118775-PDA
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